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THIRD PARTY RISK MANAGEMENT 

 

YOUR CHALLENGE 

In today’s corporate environment, your business is increasingly reliant on third parties to run and manage 

core services and business operations. These parties often provide services that require the processing 

and transfer of critical information, thus exposing you to several information security and privacy risks.  

Third party risk management (TPRM) is an ongoing process which identifies, assesses, reports, 

remediates and monitors all third-party risks through the business relationship lifecycle. This is done to 

ensure your organisation’s risk related to third parties is fully understood and well managed.  

Services can be outsourced. Accountability can’t. Regulators are now holding companies responsible 

not only for their own actions, but for those of their vendors and suppliers. Importantly, third-party 

vendors can and do pose a great strategic and reputational risk. Therefore, all vendors need to be 

reviewed against a clear risk management and governance process. For most organisations, the sheer 

volume of third parties offering an increasingly wide range of services rules out completing a third-party 

risk assessment manually. A manual approach is also costly, time-consuming and error-prone, with no 

auditing or oversight in the process to avoid duplication or omissions.   

Driving factors include: 

• Industry-independent legislative compliance, e.g. Protection of Personal Information  

Act (POPIA), the General Data Protection Regulation (GDPR), anti-money laundering, anti-bribery & 

anti-corruption, Foreign Corrupt Practices Act (FCPA), long-term & short-term insurance. 

• Industry-specific compliance requirements, e.g. Solvency Assessment and Management (SAM).  

• International certification and best-practice requirements, e.g. ISO27001, ISO29100, PCI DSS. 

• Corporate governance, e.g. King IV, COBIT5. 

• Organisation-specific risk and security management policies and procedures. 

 

OUR APPROACH TO TPRM 

We believe in cutting through complexity and revolutionising the way we think about risk, by automating 

risk analysis and allowing resources to concentrate on risk management. We achieve this with software 

that automates information requests and analysis of all your vendors. Each vendor is seamlessly profiled 

and assessed each year, providing your business with simple, reliable and adaptable reports to inform 

decision-making.  
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TRIPLICITY 

Triplicity is a cloud-based software platform that simplifies, automates and leverages business intelligence 

— giving you a powerful vendor risk management solution that not only does the job properly, but saves 

you time and money in the process. 

TRIPLICITY TPRM WORKFLOW 

Step 1: Identification: This is a manual process. All 

companies, regardless of size or effort, need to identify and list 

all their third parties. 

Step 2: Risk profiling: Triplicity is an IT Vendor Risk 

Management (IVRM) solution with a difference. We first profile 

each third party to provide their inherent risk specific to your 

business. The program leverages data analytics, business 

intelligence, security and regulatory frameworks. 

Step 3: Risk assessment: This is important in determining 

actual residual risk. The Triplicity workflow will trigger the 

required assessment based on the inherent risk determined in 

Step 2. Typical examples: a signed declaration, a self-

assessment for a medium profiled vendor, or a self-assessment 

with supporting evidence for very high risk third-party vendors. 

Step 4: Risk reporting: This step identifies third-party vendors that are strategic to the business, but 

which do not adhere to the correct industry-recognised standards for information security, information 

privacy, anti-bribery & anti-corruption, and practices to counter international money laundering. 

Step 5: Remediation: The final step in which Triplicity makes it possible for you to mitigate identified 

risks regarding your third-party affiliations, providing business intelligence as to which vendors are 

meeting good governance standards and protecting your customers’ data. 

TRIPLICITY BUSINESS BENEFITS 

• Business enablement: Involve stakeholders in third-party risk profiling and compliance.  

• Operational efficiencies: Step-by-step workflows; real-time assessment capability and reporting. 

• Decreased costs: Cost reduction through effective resource management, time and effort.  

• Decreased risk: Triplicity allows you to scale its third-party risk management to all third parties. 

• Increased compliance: Use Triplicity compliance assessments for effective, proactive, automated 

and re-occurring risk reducing results.  


